How to Complete Your P2PE Self-Assessment Questionnaire
Compliance with the Payment Card Industry Data Security Standards (PCI DSS) is one of the best ways
to protect your business and your customers from a data breach. Our goal is to make compliance fast and
easy. Because your credit card machine uses PCI-Validated Point-to-Point Encryption (P2PE), this
process is even easier.
P2PE is the most secure way to transfer data. Machines with P2PE encrypt sensitive
card data as soon as a card is swiped, dipped, keyed or tapped (through contactless
payments). From there, the data remains encrypted until it reaches Clearent’s PCIcompliant data center.
P2PE eliminates your exposure to sensitive information, significantly reducing your
PCI scope. Because Clearent’s P2PE solution is validated by the PCI Council, you no
longer need to perform vulnerability scans and are eligible to take the shortest PCI
questionnaire available – the SAQ P2PE.
Follow the steps below to take the P2PE questionnaire.
1. Log in to Compass Reporting Tool™, Clearent’s online reporting system. To
access Compass, go to www.clearent.com and click on “Client Login” in the top
right corner.
2. Click on the “DataGuardian” button on the left side of the page under “Merchant
Controls,” as shown in the image on the right.
3. Verify that your information is correct. If you need to make changes, click on the “Edit” link on the right
side of the screen.

4. Select the business type that best matches your company.

5. Confirm if your company has more than one third-party or merchant acquiring relationship.

6. Select the “P2PE” option. Next confirm if you store sensitive cardholder data electronically and accept
chip cards. Check the box to agree to the site’s terms and conditions and then hit “Save & Continue.”
Note: If you are only using our P2PE solution for processing, then cardholder data is securely stored
within our tokenized vault, and is NOT stored by you, the merchant.

7. You now need to provide the details for your P2PE solution. Click on the arrow on the right side of the
“P2PE Solution Provider” field and scroll down to “Clearent LLC.” You can also type “Clearent LLC”
directly into this field.

8. Once you select “Clearent LLC” the “P2PE Solution” and “Reference Number” fields will populate
automatically. You now need to select your device. However, the narrow width of this field makes this
tricky. We’re working to change this, but in the meantime, put your cursor in the field and continue
pressing the right arrow key until you can see the full name of the device. Once you locate your
device, click on the row to note your selection and click “Save.”

9. If you are using more than one device, such as a PIN pad, you can add it by repeating this process as
many times as necessary.

10. Once you have entered your device(s), click “Save & Continue.”

11. Check the box to confirm your eligibility to take the P2PE questionnaire. Then click “Continue.”

12. Click “Start Questionnaire” to begin.

13. Check the box to attest that you have read and adhere best practices for protecting cardholder data.

14. Check the box to attest that you have read and adhere best practices for restricting physical access
to cardholder data.

15. Check the box to attest that you maintain an information security policy. (Sample security policies can
be found in the “Resources” section.)

16. You will then be able to confirm your answers and see your results. Click “Continue” to proceed.

17. You must now electronically sign your questionnaire by entering your name, title and the last four
digits of your Social Security Number. Click “Submit” to continue.

18. You will then be taken to an overview page where you can view, print and email copies of your
answers, Attestation of Compliance and Certificate of Validation.

Need More Information?
If you need help completing your questionnaire, please contact our PCI Help Desk at 855.864.1732. If
you need help accessing the DataGuardian portal within Compass, please contact Clearent Customer
Support at 866.435.0666 or customersupport@clearent.com.

